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Service Level Agreement (SLA)

Service Level Agreement Revision Change Conirol

The Michigan Department OF Information Technolagy (DITY is responsible for
maintaining this Service Level Agreement (SLA) and will maintain the master soft

copy of the SLA. When an initial version has been agreed, the following changoe
managerment procedures will apply:

» Theinitial agreed version will be version 1.0,
» All subscquent amendments will receive a new version number.
» DIT will retain the master copy of the SLA.
« All changes to the SLA will result in a release of a revised SLA.

+ All changes must be agreed upon and signed by both the MDOT SLA Manager

and the DIT Transpoertation Agency Information Officer.

« Al amendments will be summarized in the Revision Histary section of the SLA.
» The SLA will be reviewed by MDOT and DIT each fiscal year.
« MDOT and DIT will agree on limited, named, hard copy SLA holders.

Revision History

Version Owner Issue Date Issued By

Addendum Material

Document Name Version
SLA Overview Document

DIT Services Cataleg

Glossary of Terms

Problem Management and

Escalation Process

11-130T-S0A doc

Location

Michigan.gov website
Michigan.gov website
Michigan gov website
Michigan.gov website

Description of Change

Owner

Last Modificd: B/29/2003
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1.0 Purpose

This Service Level Agrecment (SLA)Y has been jointly ereated by the Michigan Deparimeint
of Trumsportation {MPDOT}Y and the Departient of Inlomnation Technology (TMT) to detail
the conditions and expectations of our two organizations regarding the delivery of
information weehnology services.

specihically, this SLA defines:

= The IT services and products to be delivered.

- The standard ol performance for each service that has been agrecd botween DET and
MIDOT,
« Action plans to remedy potential problems.

«  SLA mles and responsibilitics.

This docurment consists of a number of Sections. Descriptions of the contents are included in
the SLA Overview Docunicnl and an explanation of terminology is included in the Glossary
ol Terms Document,

Changes the SILA will be madc as outlined in Scetivn 3.0 Chunge Process.

2.0 Contact Information

The Transpotlation Agency Information CiGeer (10) will be the primary represcntative lrom
T managing and ensoring scevice delivery as identified in the SLA:

(. Douglass Couto
comu el man. e oy

The Department of Transportation SLA Manager has been identihicd as the deparlment’s
SLA Manager and will be the prmary representative for negotialing service dehivery andd
coordinating scrviee delivery issue resolution with the 1O

Leon Hank

hiankleemichizan. voy

3.0 Change and Review Process

Chamges 10 this agreement niay be negotiated based on changing business or service needs or
sigmihicant variances from service commitments. Requests can be submitted to the 10 or the
Department’s SLA Manager, and they will negotiate the changes. The changes must be
agreed to by the Directors, or their designees, of both orgamzations,

LIE-1K2T-5LA dog 1 Last Modificd: r25/2003



This agreemernt will be revicwed by MDOT and MDTT cach [liscal year.

4.0 Maintenance and Distribution of the Agreement

The DIT 10 is responsible tor maintaining this agreement and ensuring that changes have
been incorporated, when appropriate, prior to distribitions of new versions.

Dhstribution ol copies within the Michigan Department ol Transportation 15 the responsibility
of the Department SLA Managocr,

5.0 Problem Management and Escalation

The pumose of the problem management and cscalation process is to manaec sCrvice issucs
to ensure a consistent and high-quality response to custemers, Should DIT fail to meet its
expected level of service, MDOT and DT should make efforts to resolve the problem
themiselves. [N no soluton can be Tound, MDOT 15 enbitted w submit an issue and/or invoke

the csealaton procedure. The problem management and escalation procedure 15 as Tollows:

«  MDOT will ask the appropriate Burean Automation Manager to contact the

Transportation Apency Dircetor in writing.  All funher correspondence will show on
a log to be tracked.

= Inthe cvent of failures, MDOT may withhold payment for disputed services while
working with DI'1"s Information Officer to dovelop a resolution and, if necessary, a
remediation plan,  {However, MDO'" will pay all invoice services not in dispute.)

«  MDGT will retain the ability to set priorities for problems to be resolved.

5.1 Remediation

In the cvent of fatlures, MDOT will withhold payment for dispoted services anid will require
a retnediation plan from DIT. This docament will detail the means and tmelrame o cosure
the ongoing achicvement of normal service lovels per the SLA. DIT will provide a
remediation plan in the event that service levels are not met for two consecutive

measurement peniads or for three oceomrences within a six-month perod.

If the Information O fficer and the S1LA Manager fail to reach agreement about remediation,
then the matter will be relerred to the MDOT dircetor and DIT dircetor Tor resolution.

5.2 Termination

This agreement may be terminated upon the mutual agreement of DIT and MDO'T.

OUT-30T-S0 A0 ¥ I ast Modiled: BPRsons



6.0 Billing and Invoicing

The DIT services charges will be based onactual costs, which are deemned fully allowable
and appropriately assipned or atlocated to respective DIT services as required by OMUDB
Circular A-87. 1271 is in a transition period. As a service provider to State of Michisan
agencies, the ulbimate direction 15 to move to a fully-rated cost recovery model. Noted below
are cost treatments and charge-back methodologes for DTT services tor FY 2003

Tnvoices must be pad within 30 days of receipt. I an item is disputed, the remaining mvoice
amount must be paid i Tull within 30 days ol reeapt. MDOT miust nouly the DIT Scetion
Manager of DM Iiscal Management Division and the Information Officer of disputed items
within 10 days of receipt of mvoice.

6.1 Direct Charges {DC)

MDOT will be charged for costs directly associated with the delivery of TT services.
Lxamples include: direet agency assigned stall and agency specilic procarernent. [ some
instances therc are staff who are working tor multiple agencics in a nonrated service.

Program managers will provide work distributions basced on time reporting data for staff in
these roles. Stafling costs will be chareed 10 MDOT based on disinbubion percentages.

DIT will continue o mainkun time statistics, Time statistics will be distnibuted o each

Ageney ona monthly basis, or as agreed upon by MDOT and DIT.

6.2 Program Administration (PA)

Program Administration {which includes divisional, sectional, and team admimistraton)
expenditures arc costs ncurred by progeam manapement in the delivery of IT services, An
cxample of such costis the Directlor of Agency Semvices. Costs incurred by the irector of
Apency Serviees will be allocated w the MDOT as a unction of Agency Services” direet
salarics charped by Agency. PA will be allocated to the tirst-line staft theoueh step-down
aHocations based on salary dollars,

DIT munst:
»  Provide audit capabilities that invoiced charges are appropnate and correct,
«  Rewview and conduet an anmoal audit for all invoiced charges.
«  Review computations and provide annual distributions for overhead and services.

» Provide cost methodology‘cost allocation models and must use an mdependent parly
to provide cost allocation models,

OIT DT SlAdoc 3 Last Modifiec: B/20/20005



6.3 Enterprise Administration (EA)

Enterprise Admimistration expendituies are costs incurred by the cnlerprise in overall
delivery of 1T scrvices 1o the State of Michigan. EA includes costs such as 4T Dircelor,
Secunity and Lhisaster Recovery, and Rescarch and Management Services, EA will be
allocated as a funchion of total expenditures and will be applicd to all DIT program services
expenditures {meluding existing rated services arcas) as well as 1o agency-specific
procarement expenditures. These charges will not exceed allocations made for “Enterprise™
expenditures. While EA will be mitially distributed as a function of total expenditures, it is
anticipated that in future years some EA expenditures may be allocated and charged 1o
ageneies on a functional basis rather than by dollars cxpended.

6.4 Rated Services

MDOT will continne to be charged for rated services such as ‘Telecommunication data and
voice networks, Data Center Services, Project Management, and Center for Geopraphic
Information Services, etc. Rated scrviecs are charged based on usage for the specific service
per published rate schedules.

6.5 Desktop Services

Desktop Services costs will ultimately be recovered through a rated structure. DIT will
maintain an MDOT 1T assct inventory W standards that will satisfy audits, Enitially,
however, desktap costs will be allocated to MDOT based on relative percentage of desktops.
Where required, AR Remedy statistics may be used to aid MDOT in lurther distribution of

deskiop costs. (Note: Specific desktop purchases will be charged dircetly to MDOT and not
allocated. )

Desktop Services x _Agency Deskiop Count = Agency Charge
Total Costs Total Desktop Count

6.6 Distributed Processing (DP)

Distrbuted Processing services {local networlks, servers, email, mainlrame operations
productions support, ete ) will be charged to MDOL based on dircet assighment of stall” DP
program adnrinistration: will be allocated to first-lme workers via step-down function based

on salary dollars. MDY will be charged all costs for orsite stalT plus an overhead cost for
their supervisor.

6.7 Enterprise Portal Costs

Enterprise Portal costs will be allocuted 1o MDOT based on the number of times pages are
accessed (his™),

LIT-CRAT-SLAdoc 1 Last Modified: B/2302003



6.8 Rent

DIT receogmyes that there may be instances during transition where DUL staff who are
servicing multiple ageneics may be housed with an area that heretofore had been dedicated 1o
a smgle agency. MDOT will recommend a method lor couitable allocation and *true-up™ of
these cosls {or treatment beginmung with the Y04 billing cyele.

6.9 Annual Reconciliation

DIT will conduct an annual reconciliation of charpes, or “trug-up.”™ This will invelve a
campanson of billed charges w the actual costs of providing those services. DIT may elect
to refund any difference to customers through a final adjusimient to bilhings. However, 1l
differences are within reasonable levels, they may be carricd forward as adjustments to future
year’s charges or rates as provided in OMB Circular A-87,

6.10 Meetings

DIT financial stalt, in coordmation with the MDOTy Infinmation Officer, watl meet on a
regular basis with MDOT staft to review DIT invoices (invinecs Gypieally presented on a
monthly basis) and identify and resolve any billing adjustments, omissions, and related 1ssues
that may be wdenniied.

6.11 Spending Plan

DIT and MDOT wall jointly develop an annual spend mg plan for the MDOT [nter-
Department CGrant ([D{1). DIT {inancial stafT wall prepare and distribute a spending plan
cach month that annualizes expenditures, year-to-date, against the MDOT Tnter- Department
Grant. 1)1 financial staff, in coordination with MDOT s 1O, will mect on a eegular basis
with MDOT stail 1o review the spending plan, identify funding shortages, and jointly prepare
an action plan to spend within available resources.

Cost Lfficiencies: DIT will take on re-cngincering ellorts o drive down cost and to improve

efficicnicics. As DIT realizes the benefits from these clorls, (e delieit will be retired in the
internal service fund.

6.12 Monthly Statements

Detaled billing statements will be provided on a monthly basis, The statements will include
a detailed breakdown of charges within serviee catcgorics and will be sulliciently detailed 1o
atlow MDOT 10 properly atlocate expenses to the appropriate foderal and state funding
sources and projects o enable MDOT to be reimbursed for eligible expenses, to enable
charges to be assigned to appropriate MDOT projects, and 1o cnsure that all billed resources
were expended in the provision of I'T scevices 1o MDOT.
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I'erformance mietrics will be devcloped and made available on reponis tiwn wecoiian
meluded in, these billing statenients.

7.0 Audit Clause

As part of this SLA, MDOT and DIT agrec to this audit clause which provides that linaneial
records, documents, data, accounting procedures and practices, programs, projocts,
informatiom systermns, or any ather items of the service provided, deemed relevant to the SLA
by MDOT und DIT, are subject 1o examination by the appropriate MIDOT and 13T
representatives. MBDOT and DHT will, and will cause its subcontraclors and suppliers o,
provide to MG and DU {and internal and cxtornal anditors, inspectars, regolators, and
other representatives that MDOT and DIT may designate from time to time) access at
reasenable hours to MDOT and DIT personnel, o the Facilines at or from which services are
then being provided and to MDOT and DIT reeords and other pertinent information, all to the
extent relevant to the services and DIT’s obligation.  Such access will be provided lor the
purpose of performing audits and inspections. MDOT and DIT will provide any reasomble
assistance requested by either party or their designee in conducting any such audit, including
mstalling and operating aodit soltware.

Following an audit, MDOT and DIT wilt conduct an exit conference with MDOT amd TXT
representatives.  MDOT and DIT will mieel 1o revicw cach audit report promply alter the
issuance thereof and MDOT and DIT will respond to cach audit coport in writing within
thirty (30) days from receipt of such report, unless a shorter response time is specified in
such report. MBOT and T will develop and agree upon an action plan to promptly
address and resolve any deficiencies, concerns, and/or recommendations in such audit report
and MDOT and DIT will undenalke remedial action m accordance wilth such action plan and
the dates specificd thercin.

+ 1M1 will establish and maintain accurate records, in aceordance with generally-
accepled accountmg pninciples, of all expenses incurred for which paynient is sought
or made under this agreement, smid records to be hereinafter referred to as the
“RECOEDS.” Recond and present cost and progress reporls o meet MDOT
requircments.

«  DIT will maintain the RECORDS {or at least three (3) years from thie date ol hnal
payment made to or by MDOT under this agreement, In the event of a dispute with
regard to the allowable cxpenses or any other issue under this agreement, DIT wall
thergafter continue to maintain the RECORDS at least until that dispute has been

linally decided and the ume for all available challenges or appeals of that decision has
cxpired.
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»  MDOT orits representative may inspeet, copy, or zudit the RECORDS at any
reasonable tme alter giving reasonable notice.

= If any part ol the work 15 subcontracted, DIT will assurc compliance with subsecuons
(a), (b), and (c) above and with applicable state and federal requirements for all
subcontracted work.

In the event that an andit perlormed by or on behalf of MDOT indicates an adjustment to the
costs reported under this agreement or questions the allowability ol an ilem of expense,
MDOT will promptly submit to 111" a Notice of Audit Resulis and a copy of the audit report,

which may supplement or modify any tentative findings verbally comuunicated to DIT at the
completion of the audit.

Withm sixly {60} days after the date of the Notice of Audit Resulls, DIT will {a) respond in
writing to the responsible Bureau of MDO'I indicating whether or not it concurs with the
audit report, (b) clearly cxplain the natare and basis for any disagreement as to a disallowed
item of expense, and (¢} submit o MDOT a wnitlen explanation as to any questioned or

e opimion expressed item of cxpense, hereinafter referred to as the “RESPONSE." The
RESPONSE will be clearly stated and will provide any supporting documentation necessary
to resolve any disagreement or questioned or no opinion expressed item of cxpense. Where
the documentation is voluminous, DIT may supply appropriate excerpts and make alternate
arrangements o conventently and reasonably make that documentalion available for review
by MDOT. The RESPONSE will refer to and apply the lanpuage of the agreement. DIT
aprees that failure 1o subimit a RESPONSE wathin the sixty (60) day period constitutes
agreement with any disallowanee of an iem of expense and guthonzes MDOT to finally
disallow any items of questioned or no opinion cxpressed cost.

MDOT will make is deeision with regard to any Notice of Audit Results and RESPONSE
within one hundred twenty (120) days afier the date of the Motice of Audit Resulis. 1f
MDOT determines that an overpayment has been made o DIT, TIT will repay that amount
o MDOT or reach agreement with MDOT on a repayment schedule within tharty {30) days
after the date ol an mvotce from MDOT, If DIT fails to repay the overpaymenl or reach
agreement with MDOT on a repayment schedule within the thirty (30) day period, DIT
agrees that ML will deduct a1l or a portion ol the overpayment from any funds then or
thereafter payable by MDOT to DIT under this agrecment or any other agreement,

MIT shall prepare a detailed report, with recommendations and conelusions, including a hist
ol serviee charges o the Michigan transportation fund, the appropriateness of those charpes,
and the cost allocation methodologics used in determuning the level of funding, and any
un-reimbursed costs,
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8.0 Performance Reviews

Munthly (or as needed) reviews will be conducted with the SLA Munager Lo assess service
cffcetiveness, address service problems, and evaluate service delivery in light of business

needs and available resoureces. Particular atlention will be paid to notable deviations frem
commitments.

This meeting will also review the status of current projects and wlentify and resolve issues
amd mnitiate needed action items.

As a basis for the review, the 1O and the CAQ will collaborate in collecting, analyzing, and
reporhing service data associated with the SLA, including delaled logs of service and
perfommance, meluding documentation of problems, responsc times, times 1o resolution, and
detail about the resolutions themselves. This review 15 generaily delegated o the Burcan
Automation Managers (BAMS).

DIT must also provide MDOT with a method for real-tune nonitoring of outstanding
problems and a problein history.

The MDOT SLA Munager or a designated representative must attend all SLA Review
Mectings.

A report describing projeet statuses, 1ssues addressed, decisions made, and actions taken will
be published within five (3} days of the review meeling,

This review will also include advice {rom DIT on technology options that have become
avaitable that could improwe the overall level of service. This review will also serve as an
apportunity to wlentify nmprovements in performance.

9.0 SLA Management Roles and Responsibilities

The lollowang provides an understand ing, of the roles and responsibilitics for DIT and MDOT
in accordance o this 8TA,

9.1 DIT shall

1} Be respomsible for provading the qualified resources and skills o deliver the sceviees
purchascd in & cost-eficetive and timely manmer.

2) Communicate the mcthedology for pricing and the process lor collecung lees and
paymenls and oblain consensus on these.
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3) Discuss with MDOT voluntary changes in staffing to ensure service continuity and will
get MDOT concurrence on plan to mamtaim service levels. (Key resources will be
defined throuph further discussion.)

4y Orgamze, Macihtate, and attend meetings in order to meet service objectives and business
demands.

3y Commul to leamwork and conflict resolution

6} MDIT shall reserve the night to review andier reassipn DI'L-related functions to MDOT
statT based on mutual agreement and addressiyg funiing and staffing requirements.

71 Commumcate with MDOT Lo ensure that MDO'T 1s adequately informed about DI
needs, requircments, and business dircctions. DIT must commumcale with MDOT

immediately if there are changes in program direction, 1T operations, or 1T personnel
assignments that would impact MDOT business or business practices. New initiatives
must be conununicated (0 MDOT so that adeqguate preparation and procurement time is
available to implement new or cnhanced services.

8) Include MDOT SLA Muanager m IT strategic planning activities, sponsor and executive
review mectings and designate DIT managers supporting MDOT as TTOT members.

99 Work with MDOT to develop an [T spending plan
10y Perform LT services upon recciving instructions to proceed from MDOT.

1) 1"erform all agreed to activitics with regards te audits and record-keeping (Sce
Secuon 6.0 (Billing) and Section 7.0 (Audits) for more detail).

123 Work with MDY to establish authorization thresholds lor contracts, projects, hardware,
and sollware approvals.

13y Provide staff to work with MDOT tcams and tollow MDOT T approval processes.

143 The T staff located at MBOT facilitics will provide support at current levels. Chanpes
in proecsses will be presented 1o the TTOT and CAO before implementation.

9.2 MDOT shall

1} Commit to teanvwork and cond{lict resolulion

2y Communicate all issues and problems w DIT {ollowing the problem management and
escalation procedures outling in this document and its associated atachments {See
Section 340 (Change Process) and Section 3.0 (Problem Management and Escalauon) for
more detail),

3 Commuomeate with DT to ensure that DIUT is adequately informed about MDOT s needs,
requirements, business directions, and personnel changes, MDOCYT must comumunicate
with DIT immediately if there are changes in program dircetion. New initiatives must be
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comnunicated o PIT so that adeguate prepamtion and procurement time is avanlable 10
inplement new or enhanced services,

4) Include DIT Information Officer or an appropriate designec in strategic planning
activities, management mectings, projeet steering commitice mectmgs, and state
lrunsporlalion commussion workshops.

5) MDOT shall reserve the right to review and/or reassign DI'T-related functions 10 MDOT
staft based on mutuat agreement and addressing funding and staffing requircments.

6) Reserve the nght w add, modify, prionitize, or delete projects which may or may not be
included in the inter-department grant.

7) Work with DIT to develop an [T spending plan
8) Review and approve billings and aceeplance ol completed work.
97 Make payment to DIT upon approval of billing and aceeptanee of completed work.

IOy MDOT will provide adeguate space lor DIT stalf located al MDOT sites when assigned
to MDO'T activitics.

11) Inelude MDIT I in [T strategic planning activilies.

9.3 Further Agreements
Tt 15 further agreed that:

a) DIT errors or emissions causing rework may be at DIT s expense.
b} MDOT errers or omissions causing rework may be at MDOTs expense.

¢} Source forms and data cntry specifications may be chaneed, deleted, or added 10 ths
agreement.

d) Non-Disclosure — DIT employees will not disclose or reveal any software.
documentation, data, or any infomnation derved Irom data stored m MO databases
without MDO'I s express written permission,

¢) Freedom of Information — MDO'T will be responsible for complying with Freedom of

Information requests involving data in databases owned by MDOT, but maintained by

DIT.

1} DIT will deny any FOIA reguests received that are the responsibility of MDOT,
aned refer the requestor ta the appropriatc MDOT contact.

1y DT wall netify MDO'L of requests received and rejected concerning MDOT
behall m a umely fashion,

f}  Ownership — All software, documentation, and other matenals developed under this
agreemernt will be the property of MBDO.
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10.0 Agency Support Services

10.1 Customer Summary of Service

Currently, MDOT purchases the following seevices [rom DIT. Aspart of this agrecment,
MDOT will continue o receive the listed services for iseal Year 2003, which will be hillad
accordhing to the process recorded in Scetion 6.0 Billing and Invoicine of this documen.
Changes to these services will be made as outlmed in Seviion 3.0 Chanee Process of this
document.

»  Voice Services

s Customer Service Center Scrvices

»  Desktop and User Support

= Data Network and Connectivity

= Dalz and Apphicaunon Hosting

= Application Development and Maintenance
« lducation and Training

= Sccurity Services

= IT & Business Consulling Services

= Disaster Reeovery and Business Reswmption
+  Procurement and Contract Management

»  Radio Senaces and Radio Towers

The service levels and quality assurance processes currently in place in MDOT are

documentad in Appendi A, These service levels represent the miitimum that DIT needs o
provide 1o MDOT m terms of quality, responsiveness, and cost. TTT will continue to provide
data about these senvices and adiittonal metrics when developed.

102 New Systems Development

Application develepment requests will be submitled through the process developed by
MDOT and the 10,

10.3 Application Maintenance and Support

Application Development and Maintenance Scervices include cuhancement serviges and
maintenance services. Enhancement services can be sub-divided as [ollows:

= Major Enhancements invodve sigmificant new requircments. but do not alter
the overall makeup of an cxisting solution. This may entail adding, changing,
LIT-CHOT-SLA doc 11
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or deleting functions for the existing solution. Major cnhancements will
usually canse an mpact to the business, organtzation, or architecture and may
require signilicant cost, effort, and ome to complete. Fxamples may melode
mipration to a new application platiorm, adding new interfaces, or
re-tesyming a database.

Minor Enhancements involve adding new requirements against an cxisting
solution, but have mimimal impact on the business, organization, or
architecture. Examples may include updates o data wbles, opdating a [eld on
an IITML view, or updating a modute that was originally changed via an
emerpency fix.

Maintenance can be sub-divided as follows:

Corrcetive Maintenanee includes work that is initially spawned by a problem
incident report and is penerally referred o as a “fix.” Involves chanecs made
o apphication code m support of new or changed system software, Cost and
ctfort arc relatively low. This work may be miliated 1o provide a complete fix
after an cmiergeney hix was perfommed.

Emcrgency Fixois delined as the nccurrence ol a problem that must be
addressed immmediately, such as the discuplion of a systemn or application.
Urgent emerpgencies include life and death sitwations, 1lieh emereencics have
public impact, sigmficantly effecting a large number of users, or inability to
meet deadlines Tor statutory payments. Medium emergencies inelude all other
sitnations that have wnpact on users.

Preventative Maintenanee involves work that s initiated 1in order 1o avert
foresceable problems, improve performance, qualily, reliability, eflicicney,
usability, or maintainability of an installed solution. Lxamples may be now
reporls or changes o existing reports.

DT wall be responsible for on-going system maintenance and enhancemient, unless otherwise
outsourced to a vendor, Tor the duration of s agreement. Should system maintenance
and/or enhancement obligations impact the delivery of new systems, or resources not be
avaitable within the existing staffing structure, MDOT will be responsible for prioritizing
rmainlenance and enhancement effors.

10.4 MicroTech Support

DIT will work teward a stable field support stall fanuliar with MDOT by dedicating stafi’to
MDOT who report to the Transportation Agency Administrator.

OIT DOT-30LA dos
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11.0 Critical Applications
A list of entical applications (with supporting infrastroctise) will be developed along with
required response tmes. Below are two examples:

= Bid XPress (clectrome bidding system)
« MIPARS

12.0 Distributed Processing Operations

121 Overview

The Distributed Processing Operations (DPO) Division within DIT is responsible for the
planning, design, enpincering, and operations of all local area networks for the State of
Michizam. DPO also offers scrver and application hosting services, e-munl service, file and
phnL services, operating system support, maintenance support, and software and hardware

technotogy relreshment services in a variety of different facilitics in a distributed
ctivironment.

DPO services are typically provided on a 5 X 12 basis; however, MDOT has the oplion to
cxtend coverage via an onecall service.

DIPC also otters mainframne job scheduling, operations, and data entry services.

12.2 DPO Services

DPO provides the Tollowing Lypes of services to Agencies:

Facilities Managemenl Network Management ]
Server Procurement Job Scheduling/Execution
Server Software Inglallalion Maintenance Agreements {SW & HW)
AssetfConfiguration Management | ServerfHW Capacily Planning
Server Installalion/Setup Senice Reguest Management
Server Backup/Recovery Software Prohlem ManagemenifPalch
Process
Server Documentation Print Services
Server Scourly Cperations Metrics/Utilization
Reparting
Lser Pralilc Management Application Server Support .
Performance Tuning o Server Soflyare Distribution
Soerver Monioring and Corrective | Change Control
Action _ B
Herlormance Tuning Software Version Contral
Server Monitoring and Carreclive i
| Aclion
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12.3 DPO Monthly Costs

DPO charges for FY03 are costs directly associated with the delivery of the services listed
above. These charges nctude three types of costs: Payroll, Program Admimistration, and
Support Costs.

«  Payroll consists of actual payroll charges for the pay perieds ending duning the
invoice month. DPO stalfis charged to an agency as dedicated to M1XOT, allocated
to MDOT, or bascd oo a ume distnbution.

= Dedicaled: Costs of DPO employees working full-time for a single apency.

»  Allocated: Costs of supervisors and managers are allocated based on salary costs of
cmployees in their reporting organization.

« Time Distribution: Some DPO employees provide services 1o multiple agencies. For
these employees, thewr costs are distributed as a percentage or time worked for cach
agchoy.

»  Program Administration {PA) expenditeres are cosls incurred by program
management. in the delivery of DPO scrvices. An cxample of such cost is the
Direetor of Distributed Processing Opemtions. Costs incurred by the Director of
Distributed Processing Opcrations are allocated 1o agencies as a function of Agency
Services’ dircct salarics. Support costs are expenditures such as travel, telephones,
pagers, copier rental, oftice supphes, and other CS5&M related to the staff in the
DPO orpanization.

13.0 IT Procurement

13.1 Overview

Contract & Procurement Services provides agency-specilic and enterpnsc-wide procurcment
and contract management services for 1T cormoditics and services. MAIN processing
activitics, vendor interaction, and State approval/reporting requirements are handled by 1X7T
Contract & Procurcment Services.

13.2 Contract Management Services

DIT Contract Management Services is responsible for processing all 1T-related contractual
service requests, and ensures that the services provided meet contract specifications. In
serving these 1T needs, DIT Contract Management Services melude the following:

= Aswist Agency in developing, renewing, and re-bundling I'l’ contracts,

= Work with Ageney and project managers in identifying 1" needs and developing
statements of work.
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Coordinate with DMB 1o determmne most appropniate contract vehicle to obtain
SETVICES.

*  Develop contract language for Request for Proposal, Invitation to Big, and Sole
Source contracts.

Wark wath Department procurcment and personncel stall 1o obtain Department of
Civil Service approval, via C8-138, if necded.

Participate in pre-bid meetings, oral presentations, and joint cvaluation commitiee
process and vendor selection.

*  Review contractor’s detailed worle plan Lo ensure it will result in meeting the
objectives and tasks stated in the contract.

= Act as haison between Agcncy and Contracior in order o nsure mutual

understanding of the respective roles and responsibilitics ot the contractor and
MDOT.

=  Preparc contract portfolio and status reports to share with management staft
regarding contract management and activiiy.

Momitor contracts with existing vendors and make recommendations on
calensions and renewitls.

=  Manage contract change requests,
=  Monitor linancial data for each contract to ensure that contract is on budget.

= Monitor all contract activity to ensure complianee with contractual obligations
and DIT strategwe direction.

* Leverage resources and create cost savings by establishing contracts nsing a
best-practice, best-price, and best-value mindset.

* [romate preactive management of the 1T contract portfolio through valued
parinership and foster an enterprise-wide perspective.

=  Coordinate funding approvals,

*  Adhere to Executive Dircctives/Exceutive Orders, DIT and Agency-specific
requirements in processing 'l contractual scrvice requests.

*  Process approved agency contractual service requests in atimely and cihicient
[ILANICT.
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13.3 Procurement Services

DIT Procurcmunt Services covers the purchase of all nonrdelegated 'L commodities and
scrvices Tor Stale ageneies. Delegated services are those for which MDO'L is specifically
responsible.

The DIT Procuremient Scrvices Scetion perlorms all MAIN-related {unctions [or 1T
procurements. These include requisitions, purchasc orders, change orders, reccivers, and
cancellations. DTT Procuremert Services will 1ssue Agencyspecific procurcment
requisitions in a designated MAIN ADPICS departiment mumber and route those documents
for view and approval by the Transportation Agency, based on approval path information
provided by MDOT. DIT Procurcinent Scrvices will notify end wsers ol reguest status
throughout the procurenient.

In serving the 1T procurcment needs of MDOT, DIT Procurctnent Senvces will:

* Adhere to Agency-specified approval requirements [or 1T purchases.

* Provide a variety of methods for Agencics 1o request the purchase of deskiop
comnladities, including telephone requests, ¢-mail, fax, [D-mail requests.

+ Process approved Agency procurcment requests through approprizle DIT approvers
m a timely and efficient mannecr.

s  (heck published arrhand stock status for items that can be re-deployed Iree ol charge
belore procunng new items using Agency funds,

¢ Procurc commodities Ihal meet published enterprise standards.

= [lse a vanety of procurement methods, including the MAIN system and  procurcmicnt
cards, to purchase items al the most fivorable cost and value.

»  Notly MDOT of procurement request status,
*  Nouly MDOT of procurement methods used.

s Ifrequested, use Agency-specific coding in selected ficlds of MAIN coding blocks to
assist MDOT in reconeiling its monthly invoice.

« Establish and maintan a MATN ADPICS department approval path to route Asency
specific purchases for approval and viewing by Agency stalt.

»  Agdhere to State Lxecutive Dircetives and instruclional memorunda regarding the
approval, processing, and reporting of 1T commoditics.

s |ixpedite orders as quickly as administratively possible tor urscnt Apency requesis.

UH1-DICH-S1LA, doe 16 Last Modificd: 8292003



Coordinate procurement efforts with those of 'L Infrastructure Scrvices, Apcncy
Services, and Administrtive Services to streamlime receipt, delivery, and billing for
cormmixdilies.

Provide procurement comtact names and instruciional media to Agency staff regarding
DIT procwrement methods. Il requested, mect with and train Agency stafl on DIT
procurement processes.

Work cooperatively with IDI'T Infrastmucture Services to maintain warranty and
mainlenance agreements [or soltware and hardware serving MDOT.

Stive o lower Agency costs for licensing and maintenance purchases by combining
procurcments for volume discounts.

Process assigned mvoices a1 tmely mamner and work proachively with DMB

Accounts Payable stalt to ensure hmely, accurate payment of vendor mvices.

13.4 MDOT will be responsible to

Fnter Account Code (AGT) infonmation into requisitions in the appropriate DUL-135, if
MBDOT chooses to request AG3 coding for its LI purchases.

For I'l" desktop commedity purchases, supply infarmation identifyving the cnd user's
name, phone number, and physical location Lo assist in noufication, delivery,

installation, and mmventory trackmy.

Participate in pre-bid meetings, oral presentations, and joint evaluation comrmitlee
process and vendor selection,

Provide LT Procurement with current information on Ascncy-designated sipnatorics

and approvers Tor DI-0015 (Procursment Bequest) documcents and Customer Service
Center Procurement requests.

Indicate whether funding for each procurement request is included in the 1DG.
Comply with the requirements of the Ind User Computing freeze on desktop
commoditics by providing a business case {or any deskiop commodily request that
includes some portion of seneral tund monies.

Charges to MDOT for Procurement Stall wall be based on the percentage of transaciions
processed for MDOT by iis designated procurement liaison(s) and related percemape ol the
supervisor and overhead costs.
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14.0 Hardware, Software, and Projects Not Included in
the IDG

MDOT may purchase TT commodities, software, and project development services after
approval from DIT, using lunding oulside of the TDG.

15.0 Security Services

15.1 Security Services Overview

Secunty Services cover the development, maintenance, implementation, and enforcement of
sceunty-related pohicies and procedures for State Govermment TT resources.

Tt also includes mcwdent management, monitoring, and intcraction with mon-State of
Michigan scourily cntitics 1o insure that the State’s TT mivastrocture 15 sale [Tom enlities
outside State Government as well as within State Government.

15.2 Scope

«  Development of securitv-related policy and procedures.

»  Coordination, implementation, and enforcement of all related security policies.

« Monitoring of security processes.

15.3 Security Services

Sccurity Awarcncss and Asscssment includes cortain cssenbial base services and corlain
preminm services, Lisscatial base services include:

«  Development ol puidelines and standards 1o meel stale and {federal sceanty
oblgations and needs.

«  Coordmation of DI'T Security apreement processes with acencics.
»  Provide secunty-related tools, such as training materials, etc.

»  Roescarch new secunly wehno logies and make recommendatioms for new processes.

Premium services include:

»  Coordinalion ol Sceurity with agencics, including awareness promotion: Work with
aocncics 0 promote sceurity awarcness.

«  Linterprise Risk Asscssment: Conduct enterprise-wide Rapid Risk Asscssmcnt.

« Agsessment & Manggement of Application Risk:
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»  Agsessment of application risle: Assist agencics in evaluating degree of scourity-
related nigk,

«  Development of mitipation plans: Provide assistance to customaers toward
development of mitigation plans to address wdentified nisks.

15.3.1 Passive Monitoring of 1T Security Environment
T'his monitoring includes cortain the tollowing hase essenual services:
« Monitoring of State Fircwalls

«  Provide oversight responsibility for the sccunty of the Stale’s nlrastrueture.

= Provide final approval on lirewall rule changes in accordance with Siate
Standards and cuidelines.

»  Provide Security Alert Services

»  Monitor, evaluate, and publish industry security cvents and vulncrabilitics to
Acencics,

« Provide network intrusion detection.

«  Monitor scourity breaches and provide information w agencies as warranied.
- Hardware Sccurily Scanning Scrvices

»  Coordinate scannimng ol systems withim SOM for possible voinerabilities,

»  Provide recommendations (o resolve known vulnerabilities.

«  Viris Protection

« Coordination of virus protection, detection, and suppression at the PC, scever,
and network Tevel.

»  (General Security Momitoring
»  Provide reports to agencies on security violations as well as policy infractions.
»  Provide services on DI supported platforms.

»  Coordmating application of federal securily programs, such as Homeland
Security (focused on “all threas™ approach).

15.3.2 Active Monitoring of IT Security Envirenmeni

This momterng includes cenain essential base services and ceramn premium services.
Essential base services include:
«  DPerfomm TT Risk Assessment Serviges

o Dorfimm nsk assessment of T infrastrecture facihities in accordance with
State policy and standards.
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»  Porform on-demand nsk assessmenl scervice, as needed willun DIT lor new or
chanping infrastructure facilitics.

- Document risk asscssments for management review and responsc,

« Audits of Access Privilepes

» Audit access codes and usagc on platforms within PHT bascd on Security
pohicies and standards.

«  DProvide mmformatiom for coordination with costoymers on customer access
rightz and privileges.

«  Assist customers with agency audits relating to Il platforms/applications.
This assistance may involve RS audits, Auditor General audits, ete.

« Coordination of Physical Securiiy for THT Facilities,
« Health Information Portability Protection Act (LIEPI'A) - Fnsure compliance with
HIPPA regulations.

Preminm services nclude:

«  Fthical Hacking — Conduct ethical hacking against DU platform resources to
assist In determining level of sk lor intrusion, firewall protcclion and make
reconunendations on remediation stratesics.

« User Monitoring — On-demand monitoring of users, In specific circumstances, it
may be necessary to monitor specific users to address suspected ilheit or
Iraudulent vse of TT resources.

»  Sccunty Acereditation of Computer Systems Facililate sccurily acereditation
and certification of computer systems.

= Formal Security ‘Iraining / Awarengss.

»  Homeland Secunty Incident Coordination Issues/Response,

15.4 Disaster Recovery Services Overview

The Disaster Recovery and Fmergency Management Services addresses DTT s responsibility

regarding planning, developing, and exceuting disaster recovery capabililics.

These services also address offering assistmes 1 MDOT woward development of their
business resumption plan wesponsibility, DIT can leverage its disaster recovery planning
gxpertise to provide assistance to 1ts plans and processes. While both the development and
gxecution of husmess resumpion 1s clearly an agency responsibilicy, THT will assist
customers in dealing with this responsibility.

15.4.1 Scope

«  Asusist i the ercation of disasier recovery plans and processes, and creation and
maintenance of a disaster recovery hardware environment.
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»  Bring hardware and systems back online in the event of a disaster for eritical
application miTastructure,

v Assisl loward development of business resumption plans and procosses.

15.4.2 Disaster Recovery Services

The development and mamtenance of a disaster recovery plan will include certain cssential
base services and ¢ertain promium services. Essenial base services mclude:

«  Maintenance of Disaster Recovery Plan — For enitical business and 111
processes, creation of a disaster recovery plan coverimg:

«  Maintenance of existing disaster recovery plans.

«  Ixstribution of the disaster recovery plan.
I'remium services include:

«  Development of Disaster Recovery Plans — For entical business and DI
processes, creation of a disaster recovery plan covering:
»  Development of disaster recovery plans specific to cach platformy/process.
«  Dusinibution ol the disaster recovery plan.
Tesling of the disaster recovery planwill include certain essential base services and certain
premivm services. Fssential base services include:
«  Testimg of Disaster Recovery Plan — Coordination of 1esting process with DIT
inlrastructure support and customer as required, 'This includes:
= Testing ol applications, network availability and output.

= Lnsuring thal adequate Dhisaster Recovery testing 1s accomplished to meet
customers” business requircments.

Premium Scrvices inchude:
= “Table-Top” Testing  Pancl review of Thsaster Recovery Flan to verify plan
validity {contcnt, information, scquence, ole).
«  Simudation Testing — Full-blown sinmilation of Disaster Recovery Plan cxcoution

to verily validity, completeness, and effectiveness,

Lixecution of the disaster recovery plan includes no essential base services bur does include
the following pramium services:

« Diclaration of an EMERGENCY  Bascd on customer need and circumstance,
1311 15 responsibl for the declaration of an coergeney.

«  Provides ‘over and above' normal business response for the specilic systems
or applications lor which the emergency has been declared.
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-  Escalahon o 7 X 24 coverage from on-call individuals.

15.4.3 Theclaration of a Disaster

Based on eustomer necd and eircumstance, DU s responsible for the declaration of a
disaster,

15.4.4 Execution of Disaster Recovery Plans and 'rocesscs

Carry out cfforts necessary 1o implement a Disaster Recovery effort based on the
requirements defined in the Disaster Recovery plan Lo ensure that DI Services meets pre-
delned Agency Business Resumption Process requirements (may include the desktop,

telecom, and distribuled server environments),
« Re-establishment of infrastructure required 1o support business resumplion.

v« Re-estabhishment of data access.

15.4.5 Assistance toward Development of Business Resumption Plans and Processes
This assislance includes certain cssential base services and certan other disaster recovery
scrviees. Lssential base semvices include:

« Assistance o ageneies toward development of their business resumption plans
and procosscs.

«  Coordination of business resumption plamming process with DT Infrastructure
support, Agency Services, and Customer as required.

«  Ensure that all infrastructure issucs identificd in the Business Resumplion Process
a5 being critical are involved m the development process (may include the
desktop, telecom, and distributed server environments).

Other Disaster Becovery Services include:

= All other disaster recovery and assistance toward development of business
resumption Processes.

16.0 Enterprise Application Services

16.1 Overview

Lnterprise Application Scryvices provides application development and support for technical
applications and services impacting several agencies and the enterprise (all agencies),
ncluding Human Resource Manapemcnt Network (HREMN), DUDS, ADPICS, RSTARS,
Michigan gov, e-stores, Vignette, and Senior Project Management.
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162 Michigan.gov

The Michigan gov portal group provides hosting services including the production server
covironment and support al a 99.9% avalability, and a test server, licenses, and support.
sSupport Serviees for Michigan gov include:

»  Formal lraiming and expertise m Vignette to all end users.

« Technical expertise in Vignette, Surlnd, and Tnktomm for all techmeal resources,

«  Graphical User Interface Michigan gov Slandard support (banner and graphics).

« State of Michigan web application monitoring and revicw [or conststency in
security, privacy, look and feel, and usability.

« Routine and onrrrequest statistical reports.

»  Web user interface design cxpertise and support of the user inlerlace look and feel
ol the portal.
»  Vigneue Appheation maintenance and small enhancements,

« Maintain the contact Michigan c-mail box and either answer the e-mails or
redirect them to MO or office that can best reply 1o the querny.

= Support Governor's Executive Office and Communication Division with ongoing
support lor the Michigan. gov home page.

16.2.1 Rilling and Yunding

Michigan.gov Portal charges must support entircly the cost of the prodoction and test hosting
environments (now 88% of the cost) and the support scrvices staft (now 12% ol the cost).
Total cstimaled annual cxpenses for the Michigan.gov portal i1s $4,081,000 distributed as
follows:

Production and test hosting charges: $3,586,000
Support Scrvices Staff: $ 495000

Twal estimaled charges for MDOT for October 1, 2002 through Seprember 30, 2003 are
£261,540.00.

Ageney charpes are basced on two lactors — each weighted at 50%. These factors will be
reviewed and adjusted annually:

« Content Count in Michizan.oov Database on 10/25/02 are representative ol the
cost ol those servers, redundancy and support and the Vignette application.

»  Page Views (end user traflic) 971/02 through 930402 are representative of the cost
of servers and support for Michigan gov responsc time, avallability, and
redundaney.
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Charges arc not bascd on the number of websites per agency, the numbcer of authors, cditors,
or publishers, or the mumber of training or support services.

16.3 Seniocr Project Manager Services
16.3.1 Ohluining Scrvices

Contact your 10,

17.0 Desktop Services

171 Overview

This scetion delails the services associated with the availability of *ready-to-use’
workstations, including standard or advanced workstations as well as associated peripherals,
standard software, and applications.

It also covers the activitics required Lo ensure that the workstations, peripherals, software,
and applications provided are properly supported through thar entire lifeeycle.

17.2 Roles and Responsihilities
Deskiop Services include:

«  Availability of workstation & standard soliwarc, meluding standard configuration,
solbware and basic office productivity, and State of Michipan sofiware and
applications.

= Availability of nonstandand sollware, in answer to specific agency, position, ar in
some case individoal needs,

» Model Office service, which ensures that any new application, soliware, or
hardware is 100% compatible withexasting slandards & equipmer.

= Movces, Adds, and Changes service, which deals with the installations, moving,
and /or removal of worlastations and peripherals.

«  Peripheral support, covers the on-site support lor standard peripheral equipment.

»  Kiosk suppert, similar to peripheral support but tailored specifically to the kiosks
used by the ageneies o provide services across the sate.

17.3 Customer Service Center

Ay 1ls nume implies, the Customer Service Center essentially provides a portal w all
DIT-relaled service areas via an Enterprise and Centralized Customer Service Center. The
Customer service Center covers the following:
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«  Single poinl of contact for any form of user support: (to obtain ‘break & fix’
support, to obiain infermaton aboul DIT services, o procure new services [rom
DT such as applications hosting, ctc.).

» Tier | user support with 4 stated poal of resolving the majerity of support requests
durmg the 1mnal cali (on the spot™).

= Ticr 2 nser support, when applicable, by drawing on other DIT services or
Agency programs for final resolution of the issuc.

« DT will maintain the curreant MDOT Help Desk tunction until an orderly
transition plan 15 presented to MDOT.

18.0 Center For Geographic Information (CGl)

18.1 Overview

The Center for Geopraphic Information {CG1Y - - CGl provides leadership, techinical
expertise, and policy for the development, use, dissemination, promotion, and sharing of the
state's geopraphic resources. CGI will provide mainienance, enhancement, and new
development services to spatially-cnabled mult-agency projects. Charges Tor CGI sl into
two (2} categonies: direct agency charpes and services charped on an hourly basis.

18.2 Services

New Development projects and Enhancemenis to enterprise or multiple agency solutions are
provided upon request by ageneies. These services are billed based on the scope of work
requested and the funding available by the requesting agency. A Memorandum ol
Undersumding identifying the rates, work to be performed, responsibilitics, and funding
souree, and approval will be developed and signed by the 10, the Director of the CGI, and the
requesting agency. The billing rate will be an hourly mte for stafl as follows:

Scnior Staff: $75 per hour
Tumior Staft: $00 per hour
Support Stafl: $35 per hour

18.2.1 Selected Services

Selected services includes certain luternet mapping serviees. Thinking and working
geographically provides the advantages of using maps for decision support. Internet

Mapping Services provide web tools 1o create maps, integrate information, visuahze
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seeranos, present powerful deas, and develop effective solutions. Geographic Information
Systems {GIS) on the Internct provides a much more dynamic tool than a static map display.
Web-enabled GIS dehvers interactive query capabilities such as:

«  Searching for specific site locations.

s Ihsplaymg and viewing multiple data sets,

+  Conducting queries for specialized analysis,

»  Retrizving speciahized data services.
CGI provides web-specific data development and managenment services targeting
cartographic desigm and map rendernmyg technologies; Intemel Mapping Application
devclopment using pre-developed tfunctionality or mecting new, apency-specific

requirements; and IMS hosting services that include G-I hardware and sofiware
maintenance with application versioning upgrades available.

18.2.2 Maintenance

Ci] will provide maintcnance scrvices.

18.3 Project Management

Geongraphic Information Technology (G-11) encompasses an understanding of spatial data,
cartographic experbise, and a speciiically- targeted family of sofiware and 11 supporting
architccture. Since 0% of State government information has a spatial component, the CGi
oflers ageneics its G-1T expertise for reviewing proposals eontaining a geographic
componcnt and continuing project manapgement services to casure successful vendor delivery
of G-I'l' requirements,

18.3.1 Froduct Development, Data Development, and Data Integration
CGI provides technical assistance and consultation services to Michigan®s GIS user
community, meiuding:
«  Standard and custom map products.
«  large-format prmting for press conferences, court exhibits, and presentations.
= Database quenes and tabular report compilation that reference geospatial data.

»  Address (and other locational data) cleansing and address matchimg/geocoding
SCrvices.

«  (eospatial and related data conversion and migratien.
= {_ustom geographic data development,

« Referencing system and map projection conversions.
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« I'wo-way data intceration between the Michipan Geoeraphic Framework and
vanious business data sources.

CGT also coordimates digital imagery acquisition and development. ‘The CGl administers the
Stale’s geographic miormation web portal including maintenance of the Michigan
Creopraphic Data Library providing access (o several Slale apeney-sponsored datascts.

18.3.4 Service Request Process

Contact your 10 or the Director of Michigan Center for Geegraphic Infonmation and
Department of Tnlomaton Technology at (517) 373-79210 [or services.

19.0 Data Center Operations

19.1 Overview

Data and Application Hosting is the ability to provide mainframe/scrver facilitics, Operatine
System support, ndintenance, and operational maonitoring of custouner data and applications,

19.2 Data and Application Hosting

Data and apphication hosting can be performed either inoa centralieed or distnbuled

civironment, depending on the eriticalily of the data or applications hosted:

«  Centralized hosting i a 7x24x365 data center s provided for data and those
applications requiring high availability and/or a need for disasicr recovery
capabilities. It can also be preferred when a selected application resides on a
mainframe or server supported by the dala cenler.

20.0 Telecommunications

20,1 Overview

Telecommunications involves traditional voice (telephony ) and dats network backbone
connectivity between Stawe of Michigan work locations.

YVouee Serviees addresses all services related to telephony, From basie olice and cellular
telephony to the design and deploviment of elaborate Interactive Voice Response systems
{TVIL), Enhanced Call Processing (ECP), or Call Centers.
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The breadth of Voice Services offered depends directly on the deprec of involvement that
I2IT has in its delivery, i.c. whether or not the delivery facihities are managed by DIT rather
than by an extemnal service provider.

20.2 Service Levels

This translales mto three (3) different levels in the breadth of Voice Scrvices that arc
available 1o customers:

« For most central locations, or locations with a strong concentration of Stale of
Michigan opcrations (speeilic butldings within the Lasing, Saginaw,
Grandd Rapids, and Detroit arcas), DIT manages the voiee installalions and 1s
aceordingly able 1o ofTer its full breadth of Voice Services.

= l'or other lecations with sigmiicant population or conceniration of State of
Michigan eperations {speeitic builldings witlnn Flint, Jackson, and Kalamazoo
arcas), [T 15 able to offer a limited breadth of Voice Services.

» For all other locations, the rale of DIT is currently limiled 1o negotiating
apreemoents with service providers to deliver the services on behalf of DIT.

Data & Network Commectivily covers the connectivity of nscrs to standard State of Michigan
data sources and applications such as data center apphications, distribeted applications, and
cxternal pariners.

The Data & Network Connectivity Services arc divided into the [ollowing services:

= Connection of a local network to the State of Michigan “backbone,” which
provides all users of this local network with access Lo the different data sources
described above.

+  Dnllerent remote connectivity modes, throngh which users worling remotely are
able to access thoer normal data resources,

+  INifierent network scrviecs such as dedicaled conmectivily, conmection te exrernal
parlneTs, ele.

21.0 Radio Communication and Equipment

MDOT will rermburse LM for costs associated with providing radio commumication
cquiptnent and services.
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Appendix A: Current IT Service Levels and Quality
Assurance Processes

Executive Summary

The purpose of this document 15 to report the cument L1 service levels
and the associated quality assurance processes within the Michizan
Department of Transportation (MDOT), ‘This report will then help to
provide guidehines and baseline measurements for the Agency
Operation Agreement (AOQA) between MDOT and the Michigan
Department of Information Technology (DTT).

This decument will report the current IT service levels Tor the

following critical infrastructure arcas:

e Nebworh. Connnunicalions, anuld Server

v Microtech Suppont

o llelp Desk Supnort

o Woeh Seviees
o Database Administeation

«  CADD Developrent and Plalungs

e Procurcment and Conlracling

Fach of these infrastructure areas will be discussed (urther in the

mdividual sections throughout the remainder of this document.

It is important o note, also, that the network, communications, and
scrver inlrastructure area acts as the backbone of MDOT IT and that
all the other nlrastructure areas are dependent upon it for

functionality.

11 15 also crucial to nite that care must be taken when scheduling

maintenance or olher activities that could affect the MDOT IT
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infrastoucture to ensure that MDOT s mission critical business

processes are not shut down or adversely affected as a result.

Network, Communication, and Servers

A great deal of the work performed at MDOT is reliant upon access 10
the network, the communication opportunitics offered by the network,
and the servers whichrun the netwerk., The customers who rely on
nedwork, commimication, and server services include all MDOT
crmployees and contractors at all MDO facilitics (including FIIWA,
MiPur users, counties, and transit agencies). All the other
inlrstructure areas of MDOT IT also rely on the nenwork for
functionality. Support for network, communication, and scrver
services includes on-site visits to provide technical support for anyone

doing business with MIDOT,

Coverage and Response Times

During normal MDOT work o  Coverape 7:00 AM 0 6:00 M {or lalcr)
days +  Onsite response Ume 18 tnmediate
During all other times {24, + {Coverage is on call

7}

= Respouse time is two hours or lcss

Repair Time »  Usual repair tmie s to less than 30
minuics

s A scrver 15 never W be down lomger than
to the next morning
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Server Up Times

Server up imes are currenlly measured and evaluated mdividually,
meaning thal sio one server drops below the desired level of

perfomnance.

Up Time s Current up time exceeds 99.9%,

= A server 1% never W be down longer than
e next morning

» For more detailed information, see the

For more information . ) A
sechon on Server Up Timnes.

Staff Expertise
Fwveryone on the self directed team responsible for maintenance for the
network, communicatien, and server infrastructure arca possesses
certain skills and arcas of expertise; most individials on the team also
have specific, more specialized arcas of expertise. This expertise
overlaps between individuals to provide redundancy that cnsures
continuous service.
Shared Skills » Backup
o Disasler recovery
= Apphcation development
o Systems analysis and support
s Scrver hardwarc/sollware mstallation
*  SCEVer haintcnance
s Sorver support
Individuals' Proficiencies +«  Sun Solaris adnunistration, Oracle,
DBA, and Sun 1lardware
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s  NT scrvers, NT wotlistations, NT & XP
operating systems, NDS for N, N'T
Domains, workstation backop, and active
dircctory

s Citrix, Web servers, proxy servers, NT
servers, Linux servers, X1 servers, NT
workstations, T Sceurity, and Notwork
monitoring,

=  MNovell Netware, Novell GroupWise,
MNDS admimistration, and Switches

o Movell Melware, Cisco rowters, switches,
Clsco remote access sCIvers, sceutily
investigations, GPS and SyBase
application development m a Nowvell
Netware environment and Novell
CroupWisc

s |IT sceurity, Cisco routcrs, switches,
firewalls, Sun Solaris, Novell Netware,
Novell GroupWise, capacity planming,
computer room facilitics, UPS systems
and purchasing

Quality Assurance Processes

Maintenance and support of the network, conummnications, and server

scrvices is periormed by a seli-directed onsite team who perforin the

following dutics:

s Maxinize up time

»  Forceast luore (and changing) necds 10 be met

s Seck and research automation opporiunities

s Budget hardware needs and momitor hardware inventones
= Research soltware

»  Assist with end-user traiming

» Performance was evaluated by C1O
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Microtech Support

The Microtech support team serves all current MDOT employces and

authorized contmelors al MDOT facilitics. Their primary dutics

include installing hardware and software, sapporting output devices,

assisting individuals witih usc of hardware or software, solving

hardware problems, running network cable, taking hardware inventory,

managing hardware salvage and dispesal, testing hardware and

solbware, and procuring cguipment.

Coverage and Response Times

During normal MDOT work
days

Coverage 7:00 AM to 5:00 PM

AVCIAne Fesponse fme 18 seven minules
or less

During all other times (24, 7)

Resolution times (within Lansing)

Coverase is on call

Response fime 15 two hours or less

Blue screen s« 10 minutes — 1.3 howrs
3 minutes average
Hard drive » 1.5 hours — & hours

4 hours average

Floppy disk, CD,
MEemory, power
supply

10 manutes - 1 hoor

30 munutes average

Network connectivity

5 minules 4 hours

l hour average
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Resolution times {field offices)

Staff Expertise

ONT-[0T-S0 A

All services

+ 4 hours average

» No longer than the next busmess day
{includes travel tme)

Lveryone on the Microtecch support team shares the following duties:

[nstall new computets

Install all hardware peripherals

Install software

Trouble shoot and resolve hardware problems

Trouble shoot and resolve sollware problems meluding desklop
apps, MDOT apps, GroupWise, and NetWare

Trouble shoot and resolve network connectivity
‘I'rouble shoot and resobve printer connectivity
Set up network cabling for new offices

With direction of Network/Server staff assist with installaton
and maintenance of servers

Move computers
Mamtain and update the MDOT TT cquipment myventory

Megotate with vendors {or warmanly and mamtenance ol
hardwarc

Provide onc on onc cnd user training

Manage hardware salvage and disposal

In addition. other higher-level techs perform the following dutics:

Rescarch new hardware and soltware
Assist with sctting up MDOT phost inagpes

Assist with setting up MDOT autemated softwvare installs
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e  Wnie docurmentation

= Procure hardwarcsoltware that satisfy MDOT business needs

*  Manage imdividoal arcas [T budges

Quality Assurance Processes

The lTollowing processes ensure thal the Microteeh support team can

provide the levels of service reported earhier:

s listablish and managc the PC refresh rate and refresh schedules
« Perform annual and quarterly needs assessments

+ Maintain an optimal level of spare PCs and repair parts

»  Coondinate use with 'TOT on weekly basis

s  Manage supplier and costomer relations

* Coordinate PC moves to accompany relocating stafl

& Administcr COStQIMer Service surveys

¢ Cather and review performance statistics

s Resolve disputes

Help Desk Support

The MDOT Help Desk serves as thar customers all MDOT cmployees
{Including authorized contractors at MDOT Lacilities), FHWA stall,

Milar users, and county and mumieipal ransit ageneics.

Coverage and Response Times

During normal MDOT work o Coverage 7:00 AM to 5:00 PM
days
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Telephone Response Times

Customert should have problem calls
started within 60 seconds of the phone
being answered

Phone should ring no more than three to
four times before being transferred to
wiloe mil

Volce mal messages answered within 15
minuics

E-mail

Incoming messages must be rephied to
with a ticket number within 15 minutes

Fax

Incoming messages most be responded
to within 60 mimutcs

Staff Expertise

All Tlelp Desk staff share a well-rounded knowledpe of various I'T

ssues pertingnt to the requests reccived by the Help Desk. Most

individduals on the team then also have specific, more specialized arcas

of expertise.

Individuals®’ areas of
expertise

DIT-ND0T-51A, dog

Databasc questions
CTC-Bridge Administrauon
GroupWise

Corel Suite office software
Micresoft Suite office softwarc
1lardware diasnosis

Diabup networking
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Quality Assurance

The ollowing quality assurance processes are followed to ensure that

the Help Desk stall is able to meet the service levels reported above:

= Statsnics are provided 10 1TOT for quarterly review

=  Performance was evaluated by CI0

Web Services

The Web Services team serves as Lheir customers MDOT employecs
(meluding authonzed contraclors at MDOT facilitics) and various
entitics that do business with MDOT (including contractors, county

and municipal transit agencics, and the traveling public).

Beeause many business processes are dependent on MDOT s Weh
sites and beeause MDOT s Web sites ate entirely dependent on the
MDOT networle, it is critical that planned mamtenanee be reviewed
and approved by MDOT prior to commencing.  Servers must have
daily backups and proper recovery procedures 1o allow for rapid
restoration of files, mimimizing the disruption o service.  Duc Lo the
critical nature of some data and services, processes must provide lor
irmnediate cesponse rather than a long, ticket-based procedure with

multiple approval points.

Coverage and Response Times

During normal work hours s Server and yervice mcidents receive

immediate response

Other times {24, 7) s Response within one hour
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Staff Expertise

AT Web stafl share corlann knowledge perlatming w the crealion and
upkecp of MDOT s Web sieds). Most imdividuals on the leam then

also have speethe, more specialized arcas of exportisc.

Individuals’ areas of s Vignette Content Manager Apphcanon
expertise {CMA)Y admimistration

»  CMA authors and editors
*  Web/intranet application developers

= ‘Web/intranet site designers

Database Administration

The MDOT Database Admimsiration stall {IYBAS) serve as their
customer anyone who needs aceess 1o any o MDOT™s infrastrueture
databases, including all MDOT employees (including authorized
contrectors al MDOT [aeilittes) and county and mumeipal lransi

AFCNCICH.

It is important that all planncd database maintenance, software
uperades, and patch installations take place after hours or on weekends
on both development and production databases with prior notification
eiven to all affcoted users and developers. 1t is also eracial that no
maintenance or software uperades/installations be initiated when
MO is conducting missioncritical business events (such as bid

lettings). MDOT can provide dates for these mission critical business

events,

Database adrminisiration 15 also heavily celiant opon (e availability of
the UNIX servers wherne databases ceside and on tape backups being
completed successtully, labeled, and stored in appropriate retenticon.

Any UNIX availability that is less than 100% will dircctly impedc the
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DBAs ability to resolve problems. See the secton on Databise

Adtinistration i iromment Conditions for a list of conditions that

musl be present for the database administration team 1o provide the

service levels described below.

Coverage and Response Times

During normal work hours o  Coverage 730 AM 5:00 PM

e  Onsite response is immediate

During all other times (24, 7) . (.n:.fcragc on on-call basis, by-case 1};}3515
{prior approval by databuase group [or
om-call hours requircd)

s When approval granted, response time is
lwo howrs or less

. . s EFmergency recovenes comploied in ong
Resolution fimes N r;:,] ¥ P
. LAY 01T 1EHN
(emergency recoveries) y

= Mo datbasc is to be down longer than
until the next morning

. . s Resolulion time is onc hour or less
Minor recoveries

« An cxample of a minor recovery

situation would be a cormupted control
file

; . # Resolution time is ore to cight hours
MH]I‘JI' recoveries

= Ancxamplc of a major recovery
simation would be a cormupled data {ile

s  Major recovenes are dependent on the
success ol tape backops
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Catastrophic
recoveries

Rescalution time is four to 12 Lours

An example of a catastrophic recovery
situa tion would be the complete loss of
the UNLX server where the databasc
resiles

Cutastrophic recovenes are dependent on
the repair of the UNLX scrver and
usually mvolve copying everything from

tape backup w0 recover the dalabase(s)

Resolution times
{non-emergency recoveries)

MNom-emergency recoverics completed in
two days or less

An example of a nonemergency
recovery would be data corrupted by
user throupgh the application (where the
database 1self remains fumctional)
Other nom-emergency tecovenas often
invalve data corrupted by a logie emmor in
the application that requires eestoration
from a previous backup — such
situatioms are thus dependent on
sucecssful backups

Usecrs must identity a deadlinge lor
TECOVETY

IMPORTANT

DIT-DOT-50A. doc
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All rocovery abilitics are laghly
dependent on the UNIX servers beinp
functional with all disk arrays available
All recovery abilities are alse highly
dependent on successiul tape backups
having been pertormed and (he backups
betng properly labeled and stored
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Schema maintenance

Database maintenance

30 nunutes o several hours

Examples of systemn recovery sitoations
include tablespace cxfensions,
re-creatiom of indexes, and complation
ol funchions, storcd procedures, and
tricgers that are invalid where
production database 1sell remains
lunciicnal but an individual systom
within the databasc is down duc to an
Oracle construct

Geal 15 to have system recovery within
one hour

Darabase trace files and any errors hsted
in alert Togs wall be rescarched and
responded to within 24 houts

System promotion

Up Times

Application system promotion to
production 1% assumed w be a nom-
CINCTECNeyY Toquest

Promotion consultation will be initiated
within one busingss day

During normal work hours

DIT-DCT-51LA doc

7% availablity 7:30 AM — 5:00 PM,
Monday - Friday

08 5% up wne for cach Orcle database
over the past two broadbanding poriods

Current service level on production
Oracle databases 99.9997% up time
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Quality Assurance Processes

+ Consult on promoting databases to production

* Rescarch inefficicncies in production databases, notify
managing group, and consult on tuning (o nerease

eficiency

= Requests for changes o databases are submutled via the
Change Request Form system (CRF) or the Customer
Service Request systemn (CRS) and will be completed by a

mitually-agreed date.

= All techmical requirement documentation is submitted and

revicwed by the database team before final sign-off,

CADD Development & Plotting

The CADD Development & Plotting team serves statewide MDOT CADD & Enginecring IT
users. Their primary duties include configunng CADD workstations, installing CADD
related hardware and software, management and support of plotting, manage select server
CADD hicensmy, testny CADDPlotling soliware, development of custom CADD
programmung, maintenance ol CADD cuslom program and Plotting/CADD user support.
This team alsi develops, supports and maintains many Engincering applications developed in
house including; 1YIPMS Web Reporting, Bridge Auwodraw, Quantitics Database (QDI13),
Continuous Operating Reference Stations (CORS) Website, Consultanl Accounting System

{ACUESR), Design Plan Fvaluation (DP'E) bystem, and Survey Regquest Management

mystem.

Coverage and Response Times

During normal work hours * Coverage 7:00 AM —4:30 M

= Onsile response 1s immediate
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Plotter room stalfed 7:00 AN 4:530 PM

Plotter Response

Respond to customers within 4 business
day hour of receipt of pninting problem

Solve problem within 1 working day. If
longer durabion 15 necessary comlact
MDOT business manager lor exceplion.

Plots trimimed, asscmbled and shelved
within ¥z business day hour of plot
completion.

Route pled queues when needed due 1o
overload or network failures

CADD Response

Respond o customers within 4 business
day hour of receipt of problom.

Solve problem within 1 workmg day. 10
longer duration is neccssary contact
MDO) business manager for exception,

Application Response

Up Times

Respond w customers within 4 business
day hour of receipt of problem

Solve problem within 1 working day. It
longer duration is necessary contact
MDOT business manager [or exception.

Develop applications as requested by
business arcas in a timely mannet.

Interplot Servers

LIT-1E3 -5 LA don
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s Excced 98% up time on cach Bentley

Bentley Select Server . .
4 Seclect License Server

«  Excced 98% up time oo supported

Applications T
applications.

s  Notify DI of application failures that
are due t Server problems to ensure a
guick resolution.

Staff Expertise
All Cadd Development & Plolung stalT have a well- rounded
krmowledee of vanouws Engineering IT and CADID soflware. Muost
individuals om the team then alse have specific, more specialized arcas
of expertise.
Shared Skills e CADD Lxpericnee
« Databasc Develepment
s Application development
s llardwarc/software installation
«  Web Development
+« Basic Plotting Knowledoe
Individuals’ Proficiencies = Plotting through TPlot

= Plol Server Management

* Cold Fusion Developmenl
s  (C++ Programming

* Yisual Basic Propranmuning
o (IS

» Raster Imaging
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Quality Assurance Processes

Maintchance and suppost of the network, communications, and server
services is performed by a scli-dirceted onsite tcam who perfonn the

following dutics:

s [nvestigale new plotting techmology to improve perfisrmance

= Testnew printingplotiing devices for use with Microstation
and Laterplot software

s I'cst Microstation upprades

s Document developed applications

= Provide reports on plotting and license usage

= Repor on help desk activities

s Route plot queues for cfficicncy

* Heport on up time of servers and applications above

s |locument application development schedules

Procurement and Contracting

MDOYT relies heavily on [T to accomplish its objectives. Timely Procurcment and
Contracting with minimal burden on requestors is essential to MDOT business. Sufficicnt
comimunication must exist between MDLL and MDOT so that items are correctly procured
the first time,  Additionally there should be adequate checks built into the process to ensure
that procured 1tems wall function in MDOTs T environment,  Sufficient expertise in I'I
contacting must be provided to MDO'L so that ssues are identified early in the process before
1t 15 too late to make deadhines and to elinunate rework. Delays in contracting cause a

considerable amount of stress and un-necessary work to keep business functioning.
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Procurement

Service

P-Card Order approved and Purchased
wilhin 10 hours of form submittal o DIT

TFIATT determimes that the 1lem 15 not a
P-Card Purchase notilics requestor and
works out a salution

P.O. items approved and purchased
within 3 business days of {omm submital
to DIT.

Remedy #f & P.O. A (if applicable) is
supplied to requestor

Requester is notified when purchase is
made

Requester is notified of estumated
delivery dale

Requestor notitied of final price of P-card
or P.O.

P.O. Chanpe Motice must be
communicated hack to requestor within 1
business day. Approval of change by
Tequesior 15 0 be given wittin | business
day of reccipt. P.O. then updated and
submitted within 1 business day of
approval.

Packing slip returned 1o DIT within 5
busincss days of receipt

Quality Control

Fstablish method {for Requestor Lo goo
item status without having to contact DIT
LBuyer directly that can alse be used for
performanee metnes

For purchasc of seltware licenscs DIT
must send confirmation of license
purchase. (i cases wherne sofbware 15
distributed clectronically with o hard
deliverable)

DIT-TET-51 & e
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Tl umproper em was shupped 1t will he
the responsibility of MDIT to correct (e
situation

Contracting

Service

DIT contracting shall give the requestor a
deadline for submittal that ensurcs
meeting the proposed contract start date,

MDOT requestor will submit the contract
inlormation on or before the deadline
with nccessary MDOT approvals
mcluded.

MDIT has 5 business days to review the
information and notify the requestor of
any changes or additional information

needed.

Changees or additions arc provided by the
requestor within 5 business days.

DIT wall manage the process to ensure
corract meets the proposcd start dale.

Quality Control

LM contracting will give biweekly status
updates w the requestor.

IIT contactimg wall nolify requestor of
any cvents that jeopardize having the
contract in place by the proposed stari
date.

DIT will be held accountable for any
dclays past the proposcd stan date.

DIT contracting liaisons should be

DIT-DCT-50LA don
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sulliciently tratmed and experienced with
MDOT Commission Audit, DTT and
12813 contracting procedures and
requirements. Deficiencies in the
coniract documents muast be wdentified
carly before they beeome a problem.

Database Administration Environment Conditions

DIT D2T-5LA doo

The following conditions must cxist within the [T environment {or the
12BAs to provide the scrvice levels described in the

Darahase Administration scetion.

UNTX resources must be available to resolve issues, provide
backup lapes when necessary, and ensure adequate availability
of UNIX machines.  When requested, additional space and

CPUs must be available in a imely manner,

If a UNIX machine 15 available o less than 100% of the ime,
Oracle databasce availability will be dircetly impeded.

Adcqguate and approprate software will be acquired. The
databasc wam uses several thind-party software packapes to
monitor 7 aceess the Oracle databases. xamples include
Xeeed for Windows and Quest produocts.

Tape backups. The databasc tape backups must be completed
suceessfully, properly labeled, and stored with appropriate
retention by the [nfrastrueture group.

"The network must be up and running cllicient w ensure that
recoveries and performance are optimal.  The agency should

hive an infrastrueture in place which is equivalent o what we

a5 Last bondifiesd: 25920003
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have woday (e, Cunx, network, TUNTX). The technobogy must
stay current with the agency’s needs and the mdustry.

Adequate compensation for off- hour work and over time must
be defined ahead of time.

Adcquate stalling with appropriate skills must be provided to
the database 1eam lor the projected workload (for example, the
Lata Core contract aftects our cesources).

Adequate training and education should be place tor databasc
admimistration support staff.  Current level of skill must be

maintained through ongoing education and waining.

Oracle contract wsucs must be tken care of at a2 corporate
level. The support biils must be paid o a timely Bshion or it
will affect the level of service provided by Oracle Corporation
which will dwectly impact our service level to the apency. 24~
hour, seven-day support through Oracle Corp must be

mamtained.

Data Administration [unctions must be performed by the Data
Administrator. (This function is extemat (o the database
administration tcam.)

. Management will provide a list to identify which mission

crtical applications and which databases is a priority. If
several syslems are down, the agency will wdentify the priority
in restoring then.

. The Database Developer (IDI1D) / developer must be available

to addroess wsues.

- The System Administrators need Lo communteate to us if any

users are working outside of delined business hours.  THhwe

need o dodatabase maintepance, no one can be o the

4% Last htodificd: BE282003
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database. We need notice as soon as a conllict is identilied and

48 hours before the scheduled maintehanec.

- Adl ageney systems must provide us with and maintain a list of

syslem admimstralors.

- Database maintenance may be done outside working hours.

All changes to distributed databascs (such as MAP) must st
he reviewed, approved, and tested by all affeeted systems prior
10 the mvolvement of the database group. 1o the case of MAP
database changes, all procedures and policies set forth by the
MAP Data Team will be adhered to by any system requesting
MAP databasc changes. The MAP Data Team s responsible

for ensuring compliance by all affected systems.

ad Last Modified: 8232003



Server Up Times

Thas report was generated on 10716/2002 a1 5:00 PM and desertbes

uplime percentage from 10/16/2001 tlwough 10/15/2002:

server Ulp Time
MDOT G9.99314 %
MDOT2 Q0 SORBG Y
MDOT2{1 '5“5‘.@!.%.59 .%. _
MDOT202 100 %
MDOT251 0999357 N4
MDOT251 - COLD 1-"'[.1 ST[‘]N. 0989771 M
EﬁTE.‘H . 9999514 %%
MD(":'_IE‘S‘S 100 %
MDOT256 09 9HO1 %

MDOT256 - COLD FUSION

99.96554 %o

THT-DC-3LA, doe

a1

MDOT258 49.99445 By
MDOT25% - HTTPS " 100 %4 o

MDOT259 | 9905947 %
MDDTEFE] _ 9098624 %
MDO1262 9999901 "4
MDOT3 9D GORe4 Yy
MEOT4 ":}9_‘-965?4 G
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Server

Up Time

MDITS G9.99043 0%
MDOT6 Q0 36048 Yo
MDOTD ) 0499943 %
.T':f.l-T}D'l'HIiSl 100 %4
MIXOTDA 0D 9ORR6 Y
MDGTEASPRODI 8G.99732 T
MDOTFB . 100 %
MDOTWARDEN] 09 0G423 %,
MDBOTWARDENZ2 99.99591 %
}vh')(}TAFP‘?. 0899956 %%
MDOT_BACKUP 49 94906 %
MDOT_C51 ) GO.99516 Y
MDOT_{R2 09 99705 %
MDOT_C53 - 9_‘].%.";1: |
MDOT_FAX ) 9999861 S
MBOT_GPA_NOAA 9999467 Yo
MDOT_GW 99 99608 %
MDOT_GW2 9499948 44
MDOT_HOME L0 %
MIXOT_I lﬂﬁ k2t o
MDOT_1P2 B 100 %% )
MDOT_MBA ) ) G0 94373 %

DiT-COT-5LA doc

Last Modificd: B28/2003




Server

LUp Tine

MICITTIRANS] S9.99978 Yo
MICHTEANS3 9@_‘5.“-3'459 Y
MICIH TR ANSS 92 90052 4G
MICHTRANSS 0999043 %,
MICHTRANSSG G0 99987 Y
MICHTRANST 100 %o

MICIHTRANSS 100 %4

MICHTRANS_AERO _ 100 %

MICLHITRANS_ALLENPARK G9.99237 %
MICIITRANS ALPENA - 99 94598 %
MICHTRANS_BAYCITY - 9‘];9_‘31; ﬂ.fu;:

MICITTRANS_BRIGLITON

09 98254 %

09 99862 %

MICHTRANS_BWB

MICHTRANS CADILLAC D9.99556 Yo
MICHTRANS CASSCITY 09 990644 U
MICLITRANS COLOMA - o '-Es";}.*}ﬂ‘}!;’: I_”n_ -
MICHTRANS_CRYSTALFALLS 9999827 %%
MICHTRANS 1DAVISON 90 99477 %%
MICHTEANS DETROIT 99 99964 O -
MlCHTRﬂNS_ESChNﬁB}&. 100 %
MICHTRANS_GAYIL.ORD 100 %o
MICHTRANS_GRANDRAPIDS 09 99735 T
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Server

Tp Time

MICHTRAMNS_GRAYILING

99.99638 Yo

MICHTRANS HOWARDCITY

MICHTRANS _[BA

B9 9953

59.99511 %

MICHTRANS_TSHPEMING

00.63894 %

MICLITRANS JACKSON

Q3 .89907 S

MICLHITRANS JACKSON_TS(C

05999035 %

MICHTRANS_KALAMAZOO

99.995906 e

MICTITRANS_KAL AMAZOO _GARAGL

89 99334 %,

MICHTRANS_KALAMAZOO SPCREWS

§99.99959 %

MICHTRANS T.ANSING

09 99559 %4
M:i_CHTRANS_MACUMB 100 % |
MICHTRANS_MAINTENANCE 100 %%
?;»J'I.TE,'HTR ANS_MAKRSLIALL 100 %
MICHTRANS METR( - 9078705 %

MICHTRANS_MITS

UL.98505

MICHTRANS_MT

MICHITRANS OAKILAND

MICHTRANS_DAKPARK

99 99539 %4
MICITIRANS MTPLUASANT 100 %
MICHTRANS_MIUJ SKF,GIL:Z;& Q9 99902 %4
MICI&%RANS_NE"NREI{ kY ;9_§952é I'-.'.u

0996298 %

99.99768 %%

MICHTEANS PAWPAW

09 93639 Y
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Server Up Time
MICITTRANS_PHOTO 09 99927 %%
MICHTRANS PORTHURON S 09.99957 %
MICHTRANS, ‘SAGTN;W 5999952 %
MICI'TRANS SAGINAW_SPCREWS 00 GO8E5 %
MICHTRANS_STERTING - o 99.99631 %
MICIITRANS_TAYLOR 99 99802 %o
MICIITRANS_TECUMSLE 90 07108 %
MICHTRANS_TRAVERSE o 160 %
MICIHTTRANS_WAREIOUSL 99 28944 %
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